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DETAILED ACTION 

1 . Claims 1 -36 are presented for examination. 

2. The IDS filed on 06/24/2003 has been received and carefully considered. 

3. The term "computer readable medium" in claims 24-36 is interpreted as " tangible 
computer readable medium" to avoid any misinterpretation under 35 USC 101. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claims 1-3 and 24-25 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

Claims 1-2 and 24-25 recite the limitation "the data storage system" in them. 
There is insufficient antecedent basis for this limitation in these claims. 

Claim 3 recites the limitation "the RAID controller" in line 21 on page 13. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
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the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1, 10-12, 24 and 33-35 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over W099/67713 (Applicant's Admitted Prior Art) hereinafter, AAPA in 

view of Lin(USPN: 5,511,184). 

As per claim 1 , AAPA teaches a method for providing a secure data storage 
system (shown in Figs. 2 and 3), wherein the data storage system is accessed by a 
processor (CPU 2, in Figs. 2-3), the method comprising the steps of: (a) creating a 
plurality of logical partitions (16, 18 and 20 in Fig. 5) and (c) hiding at least one partition 
from the processor (e.g. see the abstract). AAPA does not specifically disclose about 
creating a backup partition and backing up the logical partitions to the backup partition. 
However, this feature of step (b), i.e. creating a backup partition and backing up the 
logical partitions to the backup partition so the data can be retrieved from the backup 
partition in case of the data stored on one or more logical partitions get corrupted or 
lost, is well-known and notorious old in the art. The Examiner herein taking Official 
Notice on this subject matter. 

The further limitation of step (d), i.e. "automatically blocking low-level physical 
drive write commands, thereby preventing a virus from using such a command to 
destroy data on the logical and backup partitions" is not taught by the AAPA. However, 
Lin discloses "prevention of a virus attack at boot time is achieved by write-protecting 
the storage devices of the system", i.e. blocking low-level physical drive write 
commands (e.g. see the abstract). Accordingly, it would have been obvious to one of 
ordinary skill in the art at the time of the current invention was made to implement the 
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teachings of Lin in AAPA's method so the data is prevented from a virus program that 
can destroy/corrupt the data stored on the storage devices. Therefore, it is 
advantageous. 

As per claim 24, see arguments with respect to the rejection of claim 1 . Claim 24 
is also rejected based on the same rationale as the rejection of claim 1 . 

As per claim 10, the combination of AAPA and Lin teaches the claimed invention 
as described above and furthermore, AAPA teaches that the method further including 
the steps of: using a software utility, i.e. the boot up program, to enable a user to create 
the logical partitions and a backup partition, and to use a hide/unhide logical partition 
command to hide and unhide the backup partition (e.g. see the abstract). 

As per claim 1 1 , the combination of AAPA and Lin teaches the claimed invention 
as described above and furthermore, AAPA teaches that the method further including 
the step of: password protecting the hide/unhide logical partition command, i.e. only the 
authorized user(s) can isolate one or more virtual disk drives after entering a valid login 
password info (e.g. see page 16, lines 9+). 

As per claim 12, the combination of AAPA and Lin teaches the claimed invention 
as described above and furthermore, AAPA teaches that the method further including 
the step of: storing the password for the hide/unhide logical partition command in an 
NVRAM (e.g. see page 12, lines 1-6). 

As per claims 33-35, see arguments with respect to the rejection of claims 10-12, 
respectively. Claims 33-35 are also rejected based on the same rationale as the 
rejection of claims 10-12, respectively. 
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6. Claims 2-9, 13-23, 25-32 and 36 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over AAPA in view of Lin, further in view of Yuan et a\. (USPN: 6,526,477) 
hereinafter, Yuan. 

As per claim 2, the combination of AAPA and Lin teaches the claimed invention 
as described above and furthermore, AAPA teaches that the method further including 
the step of providing the data storage system as a RAID system (e.g. see page 9, lines 
10-1 9). However, neither AAPA nor Lin disclose about using a RAID controller. Yuan, 
on the other hand, teaches a RAID controller (208 in Fig. 2A) coupled between the 
processor (202 in Fig. 2A) and a disk drive system (210 in Fig. 2A) (e.g. see Fig. 2A). 
Accordingly, it would have been obvious to one of ordinary skill in the art at the time of 
the current invention was made to implement Yuan's RAID controller in the method 
taught by AAPA and Lin so the data read and written from the disk drive system can be 
controlled by the RAID controller. 

As per claim 3, the combination of AAPA and Lin teaches the claimed invention 
as described above. However, neither AAPA nor Lin disclose about providing the RAID 
controller with a write flag to block and unblock the low-level physical drive write 
commands. Yuan, on the other hand, teaches a RAID controller (208 in Fig. 2A) 
coupled between the processor (202 in Fig. 2A) and a disk drive system (210 in Fig. 2A) 
for controlling the accesses to the individual disk drives, i.e. physical disk drives (e.g. 
see Col. 2, lines 11-14 and Fig. 2A). Accordingly, it would have been obvious to one of 
ordinary skill in the art at the time of the current invention was made to implement 
Yuan's RAID controller in the method taught by AAPA and Lin so the data read and 
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written from the disk drive system can be controlled by the RAID controller. The further 
limitation of defaulting the write flag to a block setting at system reboot, i.e. preventing a 
virus attack at boot time by write-protecting the storage devices of the system, is taught 
by AAPA (e.g. see the abstract). 

As per claim 4, the combination of AAPA, Lin and Yuan teaches the claimed 
invention as described above and furthermore, AAPA teaches that the step (d) further 
includes the step of: requiring a utility that utilizes the low-level physical drive write 
commands to first issue an unblock write command, i.e. the request to activate the 
virtual disk drive(s), to the RAID controller prior to issuing a low-level physical drive write 
command in order to set the write flag to unblock; and upon completion of the low-level 
physical drive write command, requiring the utility to issue a block write command to the 
RAID controller to re-block the low-level write command by setting the write flag to 
block, i.e. upon/until login of the different user (e.g. see page 16, lines 9-27). 

As per claim 5, the combination of AAPA, Lin and Yuan teaches the claimed 
invention as described above and furthermore, AAPA teaches that the step (d) further 
includes the steps of: password protecting the block/unblock write command issued by 
the utility (e.g. see page 16, lines 9-27). 

As per claim 6, the combination of AAPA, Lin and Yuan teaches the claimed 
invention as described above and furthermore, AAPA teaches that the step (d) further 
includes the step of: enabling backup partition configuration, i.e. isolating the virtual disk 
drive(s), by both a user and program control during normal operation (e.g. see Page 4, 
lines 12-15). 
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As per claim 14, see arguments with respect to the rejection of claims 1 , 3 and 6. 
Claim 14 is also rejected based on the same rationale as the rejection of claims 1 , 3 and 
6. 

As per claim 7, the combination of AAPA, Lin and Yuan teaches the claimed 
invention as described above and furthermore, AAPA teaches that the authorized login 
password is required in order to activate (i.e. block/unblock) the virtual disk drive(s) (e.g. 
see page 16, lines 9-18). As disclosed by Yuan in Fig. 2A, the RAID controller (208 in 
Fig. 2A) is coupled/connected in between the processor (202 in Fig. 2A) and the disk 
drive system (210 in Fig. 2A); therefore, the password entered by a user and the 
block/unblock command has to be forwarded to the RAID controller in order for taking 
appropriate action(s) on one or more partitions of the disk drive system. 

As per claim 8, the combination of AAPA, Lin and Yuan teaches the claimed 
invention as described above and furthermore, AAPA teaches the method in which 
upon the request to activate the virtual disk drive(s) from a user, the login password is 
verified and upon verifying the authorized user, activating the virtual disk drive, i.e. 
storing the write flag as part of the RAID configuration attributes within the RAID 
controller, until the login of the different user (e.g. see page 16, lines 9-27). 

As per claim 9, the combination of AAPA, Lin and Yuan teaches the claimed 
invention as described above and furthermore, AAPA teaches that the step (d) further 
includes the step of: storing the write flag and a user password for the block/unblock 
write command in an NVRAM (e.g. see page 12, lines 1-6). 
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As per claims 25-32, see arguments with respect to the rejection of claims 2-9, 
respectively. Claims 25-32 are also rejected based on the same rationale as the 
rejection of claims 2-9, respectively. 

As per claim 1 3, the combination of AAPA and Lin teaches the claimed invention 
as described above and furthermore, AAPA teaches that the method further including 
the steps of: (e) after one or more of the logical partitions has been corrupted, allowing 
a user to boot the system using the utility software, i.e. the boot up program and to use 
a hide/unhide logical partition command to hide and unhide the backup partition (e.g. 
see page 7, line 25 - page 8, line 8 and the abstract). However, neither AAPA nor Lin 
disclose about using a RAID controller. Yuan, on the other hand, teaches a RAID 
controller (208 in Fig. 2A) coupled between the processor (202 in Fig. 2A) and a disk 
drive system (210 in Fig. 2A) (e.g. see Fig. 2A). Accordingly, it would have been 
obvious to one of ordinary skill in the art at the time of the current invention was made to 
implement Yuan's RAID controller in the method taught by AAPA and Lin so the data 
read and written from the disk drive system can be controlled by the RAID controller. 

AAPA further teaches that the authorized login password is required in order to 
activate (i.e. block/unblock) the virtual disk drive(s) (e.g. see page 16, lines 9-18). As 
disclosed by Yuan in Fig. 2A, the RAID controller (208 in Fig. 2A) is coupled/connected 
in between the processor (202 in Fig. 2A) and the disk drive system (210 in Fig. 2A); 
therefore, the password entered by a user and the block/unblock command has to be 
forwarded to the RAID controller in order for taking appropriate action(s) on one or more 
partitions of the disk drive system, i.e. step (f) as claimed. The step (g) for restoring the 
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corrupted logical partition from the backup partition is well known and notorious old in 
the art at the time of the current invention was made and used for to retrieve the data 
which is lost or corrupted (e.g. see AAPA, page 3, lines 1-9). The Examiner herein 
taking Official Notice on this subject matter. 

As per claims 15-23, see arguments with respect to the rejection of claims 4-5 
and 7-13, respectively. Claims 15-23 are also rejected based on the same rationale as 
the rejection of claims 4-5 and 7-1 3, respectively. 

As per claim 36, see arguments with respect to the rejection of claim 13. Claim 
36 is also rejected based'on the same rationale as the rejection of claim 13. 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Hetul Patel whose telephone number is 571-272-4184. 
The examiner can normally be reached on M-F 8-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Matt Kim can be reached on 571-272-4182. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 
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